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1. OOwume cBegeHUA N pellaemMble 3agauum

lNporpamMmMHbin -~ kKomnniekc  «BU3UPBL-AT/IV-N» (MK «BUSUPBL-AT/IV-I»)
obecneunBaeT ynpaeneHne noTtokamu pAaHHbix Ethernet/IP B cooTtBeTctBUM C
3aJaHHbIMM MpasunamMm, a TaKke MOHUTOPUHI COCTOSIHUA YCTPOMCTBA arperauum u
GanaHCUpoBKM Harpy3kn Yepes web-nHtepdeic.

MporpammHoe obecnevyeHne npegHasHayeHO AN YCTAHOBKM Ha YCTPOWCTBa
arperauun n 6anaHcmpoBkm Harpy3km AO « CUTHAJITEK» n aBnaetca ero HEOTbeMIIEMOM
4acTblO.

2. MNepeyeHb (pyHKLUMOHANMbHbLIX XapaKTepUCTUK

e OanaHcumpoBka Tpadumka (notoka AaHHbIX Ethernet/IP) no 3agaHHbIM KpuTepusm c
BO3MOXXHOCTbIO punbTpaumm;

e nonHaga arperaums Tpadguka (NoTokoB AaHHbIX Ethernet/IP);

e [epeHanpasrieHne Tpaduka ¢ BOSMOXHOCTbIO ounbTpauuny;

e KOonupoBaHue Tpaduka ¢ BO3MOXHOCTbIO hunbTpauunm;

e OnokupoBka Tpaduka ¢ BO3MOXHOCTbIO hunbTpaumm;

e BO3MOXHOCTb 00paboTkm Tpadumka c¢ MPLS; Tpadwuka, BnoxeHHoro B GTP/GRE
TYHHenu; Tpaduka, TermpoBaHHoro no craHgapty [EEE 802.1Q;

e MOHWTOPUHI B peanibHOM BPEMEHMN;

e yaareHHoe ynpasrieHne 4yepes3 web-uHtepeinc.

3. OnucaHue hyHKLUMOHaNbHbIX XapaKTepPUCTUK

BbanaHcuposka mpacbuka (nomoka OaHHbIX Ethernet/IP) no 3adaHHbIM

KpumepusiM ¢ 803MOXHOCMbIO husibmpayuu.

MK «BU3SUPb-AT/IV-J1» nos3sonseT ocywecTBNsATb YCTPOWCTBY pacnpeneneHve
ceTeBoro Tpadmka u3 Habopa BXOAHbIX MOPTOB B Habop BbIXOAHbLIX MNOPTOB, T.€.
BGanaHcupoBky Tpaduka. Kputepusmu GanaHCMpPOBKM, KOTOpblE €lle Ha3blBalT X3Ll-
npocunm 6anaHcnposkn, obecneunBatoTcs NpaBuna pacnpeaeneHns ceTeBoro Tpadvka B
TOT UM MHOW BbIXOAHOW MOpT.

MopaepxuBatoTca criegyowime xaw-npodunm 6anaHcnpoBKu:

- IP+IP (symmetrize). bBanaHcupoBka Tpadumka no BbIXOAHbIM NOPTaM C O4UHAKOBOW
napown |IP agpecoB He3aBUCUMO OT TOrO, Kakou M3 3TUX agpecoB OTNpPaBUTENS, a Kakou
nonyyarens;

- IP source+IP destination. banaHcupoBka Tpaduvka MO BbIXOAHLIM MOpTaM C

oanHakoBown napou IP agpecos oTnpaBuTens 1 nonyvarens;



- IP+Port+ProtoType (5 tuple). banaHcupoBka Tpadmka no BbIXOAHbLIM MopTam C
ogvHakoBbiM Habopom: napa |IP apgpecoB (He3aBMCMMO agpec OTnpaBuUTENs Wn
nonyyatensd), napa TCP/UDP noptoB (He3aBMCMMO NOPT OTNpaBUTENS Unu nonydatens),
TVN NPOTOKONA;

- MAC+MAC (symmetrize). banaHcupoBka Tpaduka no BbIXOAHbIM nNopTam C
ognHakoBon napon MAC-agpecoB He3aBMCUMMO OT TOro, KakoM U3 3TUX agpecoB
OTnpaBuTENd, a Kakon nonyyaTens;

- MAC source+MAC destination. banaHcupoBka Tpaduka No BbIXOAHLIM MOpTam
ocywectendaetcsa no nape MAC-agpec nctodHunka n MAC-agpec HasHaveHus;

- Random: banaHcupoBka Tpaduka GyaeT OCyLeCTBASATbLCA CryYyanHbiM 06pa3om
Onsi  paBHOMEPHOro pacnpefeneHns naketoB Mo BCeM MnopTaMm He3aBUCUMO OT
cogepXXumoro Tpadumka.

Takke [OCTynHa BO3MOXHOCTb ounbTpaumm pacnpegendeMoro Tpaduka no
cnegyoLwuM KpUTEpUAM:

o no kputeputo IP agpec otnpasutens (IP source) ¢ noaaepXXkon Macku;

o no kputeputo IP agpec nony4vartens (IP destination) ¢ nogaepxkon macku;

o no kputeputo MNMopTt oTnpasutens (Port source);

> no kputepwuio [NopT nonyvatens (Port destination);

o no kputeputo Homep VLAN.

BanaHcupoBka n unbTpaumnsa Tpaduka Takke MOXET OCYLLECTBNATbLCS BHYTpy GTP

nnn GRE TyHHens.

[NTonHasga agpecauusa mpacuka (momokos daHHbIx Ethernet/IP)

MK «BU3UPb-AT/IV-J1» no3sonsieT ocywecTBNATb YCTPOUCTBY MOSHYKO arperauuto
ceTeBOro Tpaduka, T.e. nepeHanpasrieHMe BCEro Tpaduka u3 BXOAHbIX NMOPTOB B OOUH

BbIXO4HOW MopT. Takke JOCTYNHa BO3MOXHOCTb (oUnNbTpaLnmn arpernpyemMoro tpaduka.

[lepeHanpasneHue mpaguka ¢ 803MOXXHOCMbIO churibmpauuu

MK «BU3UPb-AT/IV-I1» nossonseTr ocyLecTBNATb YCTPONCTBY NepeHanpaBrieHne
ceTeBOro Tpaduka M3 BXOAALLMX NOPTOB Ha BbIXOAALLME MOPTbI MPUYEM C BO3MOXHOCTbIO
dunbTpauun. Takum o006pa3oM BO3MOXHO MNepeHanpaBuTb TOMbKO YacTb Tpaduka,

YOOBMNETBOPSIOLErO KpUTEPUAM hunbTpaLmm.



KonuposaHue mpaghuka ¢ 803MOXHOCMbIO cburibmpauuu

MK «BU3UPb-AT/IV-J1» nossonseT ocyLlecTBNSATb YCTPOMCTBY KOMUPOBaHWE U3
BXOHbIX MOPTOB Ha BbIXxogHble. KonnpoBaHne Tpaguka ¢ BXOOHbIX MOPTOB MPOMCXOANT Ha
KaXXObl BbIXOAHOW MOPT C BO3MOXHOCTb dunbTpaumm. Takum obpa3om BO3MOXHO
CKOMMpPOBAaTb TOSMbKO YacTb Tpadouka, yaOBNETBOPSIOLLEro KpUTepmusm punbTpaumn.

OcobeHHOCTbIO 9TO (DYHKLUMM SBRSIETCSA TO, YTO TpaduK Ha BXOAHbIX MOpTax
KonupyeTcs, T.e. MOXeT ObITb 06paboTaH Ha BXOAHbIX MOpTax nocne NpUMeHEHNa AaHHOro

npasuna.

Briokuposka mpaghuka ¢ 803MOXHOCMbIO chburibmpauuu

MK «BUBUPb-AT/IV-J1» no3BonsieT OCyWeCTBAATb YCTPOUCTBY  OBrIOKMPOBKY
CceTeBOro Tpaduka Ha BXo4ALMX NopTax C BO3MOXHOCTbIO hmunbTpaumm, T.e. 6rnokmpyeTtca

TONbKO YacCTb Tpadmka B COOTBETCTBUU C (punbTpamum.

BosmoxHocmb obpabomku mpacuka ¢ MPLS, mpacuka, ernoxeHHoz2o 8 GTP/GRE

myHHesnu, mpaghuka, meaupogaHHo20 rno cmaHoapmy IEEE 802.1Q

MK «BUSUNPb-AT/IV-I1» no3BonseT ocyLecTBNATbL yCTPOUCTBY 06paboTky Tpaduka:
- BHyTpu naketoB ¢ MPLS meTkon,
- BHyTpu TyHHenen GTP/GRE (gaHHas TexHonorus ucnonb3yeTcs AN nepegadn AaHHbIX
OT/k aBOHEHTaM COTOBOM CETU CBA3M),
- BHYTpY KagpoB ¢ cnyxebHbiMn nonsmu gaHHbix VLAN. CnyxebHble nons TexHororuu

VLAN HasbiBatoTCcs Taramu, doopmart onpeaeneH B ctaHaapTte |IEEE 802.1Q.

MoHuUmopuHa 8 peasibHOM 8pPEMEHU

MK «BU3SUPb-AT/IV-J1» no3BonseT ocywecTBAsATb MOHUTOPUHI paboTbl NOPTOB U
COCTOSIHUS YCTPOMCTBaA B peanibHOM BpeMEeHW MNocCpeAcTBOM MOJSib30BaTENbCKOro

nHTEpdenca.

YOaneHHoe ynpasneHue 4yepe3 web-uHmepagelc

MK «BU3WPb-AT/IV-J1» no3BonseT OCyLWeCTBATb YynpasreHne YCTPOUCTBOM
arperaumm n 6HanaHCMpoOBKM nocpeacTtBoM web-uHTepdenca. YnpaBneHume onmcaHo B

pPpyKOBOACTBE MO 3KCrJjiyatauun.



